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INAMSITKA
JUISI OBYYAIOIUXCSI Ob HHOOPMALIMOHHOM BE30IIACHOCTH JAETEM

HEJIb351

1. Beem mozpsa coolInarh CBOK YacTHYHO HWHGOPMALMIO (HACTOALME WUMA, QaMHIHIO,
TenedoH, aapec, HOMEp LIKOJIbI, a Takxke ¢pororpaduu CBOH, CBOEH CEMBH M pY3€ii);

2. OTKpBIBaTH BIIOXKEHHBIE (DaiIIBI 3MEKTPOHHOH MOYTEL, KOI/Ia He 3HAEIIb OTIIPaBUTEIA;

3. I'pyOuth, npuauparthes, OKa3bIBaTh JaBJICHHE - BECTH ce0s HEBEXKIIMBO H arpeCCHBHO;

4. He pacnopsbkaiics JIeHbramMu TBOeH ceMbH 0e3 paspelleHHs CTaplidX - Bceraa
CIpalIniBai poIUTENICH;

5. He Bcrpewaiics ¢ IHTepHET-3HAKOMBIMHU B peabHOH KU3HH - IOCOBETYHCS CO B3POCIIBIM,
KOTOPOMY JIOBEPSICIIIb.

OCTOPOXHO

1. He Bce numyT npasay. Yuraems o cebe Henpaay B MuTephere - coobmu 06 9ToM CBOUM
POJIUTEIIAM WK OIEKYHaM;

2. Ipurnamaior nepenuceBaThCs, HTPaTh, 0OMEHUBATHCS - IIPOBEPD, HET JIH 110/1BOXA;

3. HezakonHoe konupoBanue ¢aiiioB B luTepHeTe - BOPOBCTBO;

4. Bcerjia paccka3biBaid B3pOCITBIM 0 MpodieMax B CETH - OHH BCeErla IOMOTYT;

5. Ucnomnw3yit HacTpoiiku 0€30macHOCTH M TIPUBAaTHOCTH, YTOOBI HE MOTEPATH CBOH
AKKayHTBI B COLICETSX ¥ APYTHX MOpTaiax.

MOXHO

1. ¥VBaxali Apyrux moyp3oBareieH;

2. TTone3yembcs MHTEpHET-HCTOYHUKOM - €1l CCHUIKY HA HEro;

3. OTKpbIBaif TOJIBKO T€ CCBUIKH, B KOTOPBIX YBEPEH;

4. O6marbcs 3a NMOMOIIBIO B3POCIBIM - POAMTENM, ONEKYHbl H aIMUHHCTpALUs CAHUTOB
BCEI/1a OMOTYT;

5. Tlpoiinu obydenne Ha cadite "CereBHuoK" M MOy nacnopt HudpoBoro rpaxaaHuHal

HWHO®OPMALIMOHHAS ITAMSATKA
JUISI OBYYAIOUIUXCA U151 PASMEIEHUSA

HA O®UIUAJIBHBIX HHTEPHET-PECYPCAX

C KaxIpIM rojIoM MOJIOAEKU B HHTEPHETE CTAHOBUTHCH OONBINE, A IIKOJILHUKH OIHH M3
CaMbIX aKTHUBHBIX I0Jb30Barened Pynera. Mexay TeM, NOMHMO OrpOMHOr0 KOJIHYECTBA
BO3MOHOCTEH, MHTEPHET HeceT W Npobsembl. DTa mamsTKa J0/DKHA 1OMOYb Tebe Ge30rmacHo
HaxO/IUThCH B CETH.

KoMnbtoteprsie BUpycCHI

KomneioTepHblil BUPYC - 3TO pa3sHOBHIHOCTb KOMIIBIOTEPHBIX POTrpaMM, OTIHYUTEILHON
0COGEHHOCTBIO KOTOPOH ABIAETCS CIIOCOGHOCT K PAa3MHOKEHHIO. B ONOIHEHHE K 3TOMY, BUPYCHI
MOTYT TIOBPEIHTL HJIM IOJHOCTBIO YHMYTOXHTh BCe (ailabl M JaHHBIE, [IOAKOHTPOJIBHEIE
T10/Ib30BATETIO, OT MMEHH KOTOPOro Obula 3amyIeHa 3apakeHHas IPOrpaMMa, a TaKiKe IIOBPEIUTH



WM JIaXKe YHHYTOXKHTH ONEPAIHOHHYIO CHCTEMY cO BceMH Gaitiamu B uenom. B GosbimuHCTBE
CJly4aeB paclpoOCTPaHSKOTCs BUPYCHI Yepe3 HHTEPHET.

MeToabI 3alHTHI OT BPEJAOHOCHBIX ITPOrPaMM:

1. Wcnone3yit coBpeMeHHbIE ONEpPAllHOHHBIE CHCTEMbI, HMEIOIIHE CEPbE3HBIA YPOBCHb
3aIUTHI OT BPEIOHOCHBIX TTPOrpaMM;

2. TlocrosHHO ycraHaBiMBai madyrd (UMPOBBIE 3aMIAaTKH, KOTOphIE aBTOMAaTHYECKH
YCTAaHABIMBAIOTCS C NENBI0 I0PabOTKH MPOrpamMMBbl) U Apyrue OOHOBJIEHHS CBOEH OIlepallHOHHOM
cucreMbl. CkauuMBaii MX TOJIBKO C OQHIMaNbHOro caiita paszpaborunka OC. Ecmm cymecTByeT
PEXHUM aBTOMATHYECKOTr0 OOHOBJICHHUS, BKJIIOYH €r0;

3. Paboraii Ha CBOeM KOMITBIOTEPE I10/1 IIPaBaMH I10J1b30BaTEIIs, a He aIMHHUCTpaTopa. 10
HE T03BOJIAT GOJIBIIHHCTBY BPEJIOHOCHBIX MPOTPAaMM HHCTAUTHPOBATLCS HA TBOEM IIEPCOHAIBHOM
KOMITBIOTEpE;

4. Wcnonb3yid aHTHBHPYCHBIE INPOrPaMMHBIC MPOJYKTBl H3BECTHBIX MPOM3BOIMTEINICH, C
aBTOMAaTHYeCKUM OOHOBICHUEM Oa3;

S. Orpanuyb GU3HYECKHH JOCTYT K KOMITBIOTEPY /I TOCTOPOHHHX JIMII;

6. Ucmonb3yii BHEIIHME HOCHTEAM MHGOpMAllMH, Takue Kak ¢uewka, Auck ui dain u3
HUHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHHKOB;

7. He oTkpbiBail KOMIIBIOTEPHbIE (aif/bl, MOJy4eHHbIC H3 HEHAIEKHBIX HCTOYHHKOB. [lake
Te (hakIibl, KOTOPbIE PHCJIAI TBOM 3HAKOMBI. Jlydine yTOYHH y HEro, OTHPaBIIsAN JIH OH Tebe HX.

Cern WI-FI

Wi-Fi - 310 He B/ nepe/iayn JIaHHbIX, HE TEXHOJIOTHS, @ BCEro JTHIIb OpeHa, mapka. Eme B
1991 rony Huzmepnanackas komnanusi 3apeructpuposana Openn "WECA", uro obo3nagano
cnoBocoyeranne "Wireless Fidelity", koTopsiii nepeBoauTcs Kak "0ecnpoBoaHas TOYHOCTB' .

Jlo wHamero BpeMeHu jgomuia apyras aOOpeBuarypa, KOTOpas sBJISeTCS TaKOH JKe
TexHosnoruen. I1o abbpesuarypa "Wi-Fi". Takoe nasBanue OBLIO AaHO ¢ HAMEKOM Ha CTAHAAPT
BBICILIEH 3ByKOBO# TexHukH Hi-Fi, uTo B nepeBojie 03HavaeT "BBICOKAs TOYHOCTS'.

Jla, GecniaTHBI HMHTEpHET-TOCTYN B Kade, OTENAX H adpornoprax SBIACTCA OTIHIHOH
BO3MOXKHOCTBIO BBIXO/1a B HHTepHET. HO MHOrHe JKCnepThl CUMTAlOT, 4To obmenoctynHsie Wi-Fi
CeTH He SIBISIOTCS 0e30MacHbIMH.

Coetsl o Ge3omacHocTH paboThl B 06menocTynubIx cersx Wi-fi:

1. He nepenaaii coto muunyto uH(GopManuio yepes obimenocrynusie Wi-Fi cern. Paboras
B HHUX, )KE€JIaTeJIbHO HE BBOAMTH MAPOJIH JOCTYIIA, IOTHHBI H KaKHe-TO HOMepa;

2. WUcnone3yit u o0HOBIAH aHTHBHpYCHBIE HporpaMMmbl U Opanamayep. Tem caMbIM ThI
obe3onacumb cedst OT 3aKaYKH BUpYyca HA TBOE YCTPOMCTBO;

3. Tlpu wucnonbszoanum Wi-Fi orkmoun ¢ynkumioo "OOGumit moctyn x daiinam u
npunTepam”. Jlannas (yHKIMS 3aKpeITa N0 YMOJYAHHIO, OJHAKO HEKOTOPHIE IONB30BATETH
aKTHBHPYIOT €€ /Ul y100CTBa HCI0JIb30BaHus B paboTe win yuebe;

4. He ucnonb3yit my6nnansrit WI-FI 151 nepeiaus JIMYHBIX JAHHBIX, HAPEMEP JUIS BHIXOA
B COIMAIbHbBIE CETH HJIH B 3JIEKTPOHHYIO MOYTY;

5. Mcnone3yit TonbKo 3ammileHHOe coemnenne yepe3 HTTPS, a ne HTTP, 1.e. npu maGope
BeO-aapeca BBOM uMeHHO "hitps://";

6. B moGubHom Tenedone otkmoun pynxkumio "Tlommouenne k Wi-Fi asromatndecku”.

He nonyckaii aBToMaTiyeckoro noaxkmoueHus yctpoiictsa k cetim Wi-Fi 6e3 TBoero cormacus.
ColnaibHbIe CeTH



ConuanpHble CETH aKTUBHO BXOJIAT B HAIly »KH3Hb, MHOTHE JIOJM paboOTalOT U JKHUBYT TaM
nocTosHHO, a B Facebook yke 3aperncTpupoBaH MHIIIHAp/1 YeJI0BEK, YTO SBJISETCS OHOH ceaAbMOM
BCEX JKHTENCH IulaHeTbl. MHOIHe 10JIb30BaTe/IH HE NMOHHMAIOT, YTO HH(pOpMalHs, pazMeleHHas
MMH B COLIMAQJIbHBIX CETAX, MOXKET ObITh Hal/IeHAa M HMCIOJIB30BaHA KEM YTOJHO, B TOM YHCIIE HE
00s13aTesIbHO ¢ GJ1arHMH HaMEePEHUSIMHU.

OcHoBHBIE COBETHI 110 6€30MaCHOCTH B COITHABHBIX CETSX:

1. Orpanunys cnicok Jpy3eit. ¥ 1ebsi B Jpy3bsiX He J0JDKHO ObITh CydaiHbIX M HE3HAKOMBIX
JIOJIeH;

2. 3anmmaii cBOKO YacTHYIO *u3Hb. He yka3ssiBaii naponu, TenedoHsl, ajpeca, 1aTy TBOETO
POKACHHA M APYTYI JIHYHYI0 WH(OpPMAIHIO. 3IOYMBIILICHHHKH MOTYT HCIONIB30BaTh JaXe
MHGOPMALIHIO O TOM, KK Thl X TBOH POJMTEIIH IUIAHHPYETE IPOBECTH KAHUKYIIBI;

3. 3ammmaii cBOIO permyTanuio - ISpXKH ee B YHCTOTE M 3a/aBait ceGe Bompoc: XoTen Obl Th,
4yToObl Jpyrue NOJIb30BaTeNM BHAETH, 4TO Thl 3arpyxaewmb? [lomymaif, mpexae 4yeM YTO-TO
ony0/IMKOBaTh, HAIHCATh U 3arPy3HTh;

4. Ecny ThI rOBOPHLIB € JIIOJBMH, KOTOPBIX HE 3HACIlb, HE HCIOIb3YH CBOE peasbHOE HMA H
JPYTYIO JIHYHYIO HHOPMALIHH: UM, MECTO XKUTEJIbCTBA, MECTO y4eObl U Ipoyee;

5. U3beraii pasmemenus Gororpaduit B Uurepuere, rae to1 n306paxkeH Ha MECTHOCTH, 110
KOTOPOH MOYKHO OIPEICTHTH TBOE MECTOIOIOKCHHE,

6. Ilpu perucTpalii B COIHATBHOM CETH HEOOXOAMMO HCIOIb30BaTh CJIOMKHbBIE NMApOJIH,
cocTosiue U3 OyKB M LH(pP K ¢ KOJTHYECTBOM 3HAKOB HE MeHee §;

7. JInsg conMaTbHOW CETH, MOYTHI M JAPYIHX CaWTOB HEOOXOAMMO HCIOJIB30BAaTh Pa3HbIE
napoiu. Torja ecin Te0s B3IOMAIOT, TO 3JIOYMBILUIEHHUKH I10y4aT JOCTYI TOJbKO K OJZHOMY
MECTY, a He BO BCE cpasy.

DIEKTPOHHBIE JEHBIU

DNIEKTPOHHBIE JIEHBI'H - 3TO OY€Hb Y/0OHBIH crnoco0 muarexei, OIHAKO CYIUECTBYIOT
MOLICHHHKH, KOTOPBIE XOTSAT MOJYYHTH ITH JICHBTH.

DNIeKTPOHHBIE JEHBIH IMOSABHIMCH COBCEM HEIABHO M HMEHHO M3-3a 3TOr0 BO MHOTHX
rocyJapcTsax 1o CHX MOp HE MPOMHCAHO NPO HUX B 3aKOHAX.

B Poccun xe onn QyHKUHOHUPYIOT H O HHX YXKe MPOIHCAHO B 3aKOHE, € UX Pa3IeisioT
HA HECKOJIBKO BHJIOB - aHOHHMHBIE H HE aHOHMMHbIE. PasHuna B TOM, 4T0 aHOHUMHBIE - 3TO T, B
KOTOPBIX paspemnaercss IMpOBOJMTL oOmepauud ©Oe3 HIAEHTH(GHUKANHM 110JB30BATENIS, a B
HEaHOHHUMHBIX HJICHTHOHKALUA TOTb30BATENA SBIACTCA 0053aTENbHOM.

Takke crnepyer pasnuyaTh 3JIEKTPOHHbIE (DHATHBIC ACHBIH (PaBHbI TOCYAAPCTBEHHBIM
BATKOTaM) U JJICKTPOHHbIE He(pHATHBIE ICHLIH (HE PABHBI FOCY/IaPCTBEHHBIM BATIOTAM ).

OcHoBHEIe coBeTHI 110 Ge30macHoi paboTe ¢ JNICKTPOHHBIMH JICHbTAMH:

1. IlpuBsku Kk cuery MoGHIBHBIA TenedoH. ITo cambiit ya00HBIH H OBICTPBIH cr10CO6
BOCCTaHOBHTB 0CTYI K cyeTy. IIpuBssanublii Tenedon momoxer, ecu 3a0y1ems CBOi IIaTeKHbLH
TapoJib MM 3aHIelIb Ha CAHT C HE3HAKOMOTO YCTPOHCTBA;

2. Mcnonb3yii onHopasossie maponu. Ilocie NIEPEX0/Ia Ha YCHICHHYIO aBTOPH3ALHMIO Tehe
yxe He fygerﬁyrpomam OIACHOCTB KPAXH MITH MIepeXBata IIaTeKHOTO NapoJis;

- DBIOCPH CII0XKHBIH MapoJIs. 3
Hanexueie nap}c)mu - 3TO napofm KolzgeCTynHHKaM A R SRS HApoTE:
; PBIC COACPXKAT He MeHee 8 3HAKOB M BKIIOYAIOT B ceby

CTPOYHBIC W NMPONHCHBIE GYKBBI, UH(BPBI H HECKOIBKO CHMBOJIOB, TAKHE KaK 3HAK

- AoJunapa, Ta
BOCKJIMIIATEIbHBIN 3HAK M T.I1. Hanpumep, $tROng!;; A,



4. He BBOIM CBOM JIMYHBIC JaHHBIC Ha caiiTaX, KOTOPHIM HE JOBEPSELb.

DnieKTpoHHas 1ovra

DJIeKTPOHHAsA MOYTa - ITO TEXHOJOIHsS M TPENOCTaB/IsEMBIC €0 YCIYIH MO MEPECBUIKE M
[OJTYYEeHHUIO JIEKTPOHHBIX COOOIIEHHH, KOTOpbIe pacpe/Ie/ioTCs B KOMIIbIOTepHOH ceTH. OObrHO
ANEKTPOHHBIH [TOYTOBEIH SATIIHK BBITTISTHT CIIeTYIOIIHAM obpazoM:
MMs_II0JIb30BaTeNs(@HMs_JoMeHa. TakiKe KpoMe Iiepela4yd [IPOCTOrO  TEKCTa, HMEeTes
BO3MOXKHOCTb T€pe/1aBaTh (haiibl.

OcHoBHBIe coBeTHI 110 Oe30MacHON padoTe ¢ JJEKTPOHHOM II0YTOM:

1. Hano BbiOpaTh MpaBMIIbHBIA MOYTOBBIH cepBHC. B HMHTEpHEeTe ecTh OrPOMHBIH BBIOOP
OecIUIaTHBIX MOYTOBBIX CEPBHCOB, OJHAKO JIyHIle AOBEpPsATH Te€M, KOIO 3HAEIllb M KTO HEpPBbIH B
peHTHHrE;

2. He ykaswiBait B JM4HOH moute auuyHyio HHbopmauuioo. Hanpumep, nydine BeIOpaTh
"My3bIKaIbHBIHA (araT@" wim "pox2013" BmMecTo "temal3";

3. Ucnone3yil IBYX3TalHYI0 aBTOPH3AIMIO. JTO KOTJAa TOMHMO Mapois HYXHO BBOIMTH
KOJI, mpHCchUIaeMbIi 1o SMS;

4, Beibepu cnoxHeidi naposb. JU1si Kaxaoro NoOYTOBOrO AIMKa JOJDKEH ObITh CBOH
HaJeXHBIH, yCTOMYMBBIN K B3JIOMY I1apoJib;

5. Ecmm ecTes BO3MOXKHOCTH HANMCATH CAMOMY CBOH JTHUYHBIN BOMPOC, UCMOJB3YH 3Ty
BO3MOMKHOCTb;

6. HMcnonp3yii HECKOIBKO IOYTOBBIX sAMKOB. [lepBbiii Ui 4YacTHOH HEpENHCKH C
aJpecaramMi, KOTOPbIM Tbl IOBEpsACIb. DTO 3JEKTPOHHBIH aJpec HE HaJ0 HCMONb30BaTh IpPH
perucTpanum Ha popymax M cairtax;

7. He otkpbiBail aiibl 1 ApyTHE BIOXKEHHs B MMChMAX, AK€ €CIIA OHM IPUILIA OT TBOMX
apy3eii. Jlydiie yTo4HHd y HUX, OTIIPABIISUTH JTH OHH TeGe 3T daitibl;

8. Ilocrie okonvanyus paboThl Ha OYTOBOM CEPBHCE MEPe/ 3aKPhITHEM BKJIAIKHU C CAHTOM He
3a0y1b HakaTh Ha "Beiith".

KubepOyinuHar uiam BUpTYaIbHOE H3/1EBATETHCTBO

KubepOymanr - npecreoanue coobImeHHsIMHE, COIEPKAIIUMH OCKOPOIIEHH S, arpeccHIo,
3AIYTHBAHHE; XYJIHrAHCTBO; COUHAIbHOE OOMKOTHPOBaHHE C TNOMOMIBIO PAa3THYHEIX HHTEPHET-
CEpPBHCOB.

OcnoBHble coBeTbI 10 60pbbe ¢ KHOEPOYITHHIOM:

1. He 6pocaiics B Goi. Jlyummii cioco6: nocoBeTOBaThCS KaK ce0sl BECTH H, ec/lH HeT TOTO,
K KOMY MOXHO 00paTHTbCsi, TO BHa4Yale YCHOKOMThCA. ECTH Thl HAauyHelm» OTBEYAThb
OCKOPOJICHHSIMU Ha OCKOPOIICHHS, TO TOJIbKO elile 50JbIne pa3oioKems KOHQIIHKT;

2. Ynpasndit coc#t kubeppenyranueii;

3. AHOHMMHOCTL B ceTH MHHMas. CymIeCTBYIOT CII0COGbI BBIACHHTB, KTO CTOMT 3a
aHOHMMHBIM aKKayHTOM;

4. He CTOMT BecTH XYJTHIaHCKMi 06pa3s BHPTYaJIBHON KH3HH. Wnrepuer ¢ukcupyer Bece
TBOH JCHCTBHA M COXpaHSAET HX. Y IaIHTh MX OYIeT Kpaifre 3aTPY/IHHTEIBHO;

5. CoGuiroz1aii CBOKO BHPTYaILHYIO YECTh CMOJIOY;

6. Uraopupy# eamHuyHBLi HeraTus. OxnnopasoBele 0CKOpOHTENBLHBIE COOBIIEHHS Jydrine
HIHOPHPOBaTh. OOBIMHO arpeccHs NPeKpallaeTes Ha HAYAIBHON CTATHH,

7. ban arpeccopa. B nporpamMvax o6MeHa MIHOBEHHBIMH COOOIEHHSIMH, B COIMATBHBIX
CeTAX €CTb BO3MONKHOCTH 0JIOKHPOBKH OTIPABKH COOBIIEHHIT ¢ OINPE/ICTIEHHBIX aPECOB;



8. Ecmm TBI cBuuaerens kuOepOynnuHra. TBow JCGHCTBHA: BBICTYMUTH TIPOTHB
npecliesoBaTens, MoKa3aTh eMy, YTO €ro JeHCTBUs OLEHHBAIOTCS HEraTHBHO, TOIEPXKATh JKEPTBY,
KOTOpOH HYXHa IICHXOJIOTHYECKas I1OMOLIb, COOOLIMTH B3pOCIBIM O (hakTe arpecCHBHOTO
NIOBE/ICHUS B CETH.

MobuneHslit Tenedon

CoBpeMeHHbIe cMapTHOHBI M TUIAHIIETHI coiepkat B cebe BIONHE B3pOCIbIi (hyHKIHOHA,
U Tenepb OHW MOTYT KOHKYPHPOBaThb CO CTAllMOHAPHBIMH KommbioTepamu. OJHAaKo, CpeacTB
3aIIUTHI JUIS NOJOOHBIX YCTPOHCTB IOKA O4eHb Majlo. TecTHpOBaHHEe U MOMCK YS3BUMOCTEH B HUX
TIPOMCXOIUT HE TaK HHTEHCUBHO, Kak Juist [TK, To e camoe kacaeTcss # MOOMIIBHBIX MPUIIOKCHUH.

CoBpemenHble MOOWIIbHBIE Opay3epbl yiKe IPaKTHYECKH [JOTHAJIM HACTOJIbHBIE aHAJIOrH,
O/IHAKO pacmupeHre (QyHKIHOHATa Bie4YeT 3a co0o# OONBITYI0 CIOXKHOCTH M MEHBIIYIO
3alMIIEHHOCTb.

Jlanexo He BCce NPOM3BOAMTEIIM BBIITYCKAIOT OOHOBJICHHS, 3aKpHIBAIOIIWE KPHTHYECKHE
YS3BHMOCTH JUTSl CBOMX YCTPOMCTB.

OcHoBHble coBeThI UL Oe30macHoCTH MOOHILHOIO TeledoHa:

Huuero He sBigeTcs mo-HacTosmeMmy OecriaTHeIM. Byab ocTtopokeH, Beab korja Tede
npeuiaraioT OeciuIaTHbIH KOHTEHT, B HEM MOTYT OBITh CKpPBIThI KAaKHe-TO IIIaTHbIE YCIYTH;

Jymaii, npexze yem otnpaBute SMS, ¢poto uiu Buaeo. Tl TOYHO 3HACLIB, I1€ OHH OYAyT B
KOHEYHOM HTore?

Heo0x01M0 00HOBIIATE ONEPALHOHHYIO CHCTEMY TBOEro cMapTdoHa;

Hcnosnp3yit aHTHBHPYCHBIE TTIPOTPaMMBI 111 MOOWITBEHEIX Telle()OHOB;

He 3arpyxait npuoxeHHss OT HEM3BECTHOIO HCTOYHHMKA, Bedb OHH MOIYT COJAEpXaTh
BPEZIOHOCHOE IIPOrpaMMHOe obecreyeHue;

[locne Toro xak Thl BBIHAEIIb C CaiiTa, T/i¢ BBOAMI JIMYHYIO HH(OpMAlUMIO, 3aiiM B
HacTpoiiku Opay3epa u ynamu cookies;

Ileproauyecku npoBepsid, Kakue MIaTHBIC yC/IyrH aKTHBHPOBAHBI HA TBOEM HOMEPE;

HaBaii cBOH HOMEp MOGMIBHOIO TenedoHa TONBKO JMOIAM, KOTOPHIX ThI 3HACHIL H KOMY
JIOBEpSICIIb;

Bluetooth nomken GBITh BBIK/IIOYEH, KOT/JA THI MM HE Mojib3yelibes. He 3a6uiBail uHOra
IPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE  OHJAHH-MTPBI - 5TO  KPACOYHbBIC, 3aXBaThIBAKOIINE pa3BJICYCHHUS,
00beAMHSIONME COTHH THICSY YEJNOBEK 1O BCEMY MHDY. HUrpoku Mccnenyior HaHHBIA MM MHp,
00mIaKOTCs JIPyr ¢ APYroM, BBINOJHSIOT 3a1aHHs, CPAXKAIOTCA ¢ MOHCTPAMHE H MOJTy4aloT OIBIT. 3a
YAOBOJIBCTBHC OHH IUIATAT: OKYNAIOT JHCK, OILUIAYHBAIOT A0OHEMEHT WIIM NIPHOOPETAIOT KaKHe-TO
OTIIIHH.

Bee o1 cpejictBa Myt Ha MojUIepKaHue U Pa3BUTHE UTPBL, @ TaK)Ke Ha caMy 6€301acHOCTD:
COBCPIICHCTBYIOTCS CHCTEMbI ABTOPH3AIINH, BBIIYCKAIOTCS HOBBIE ITaT4H (UH(POBHIE 3arTaTKH LIS
IPOrpaMMm), 3aKphIBAIOTCS YA3BHMOCTH CEPBEPOB.

B noaoGHeIX Mrpax CTOMT omacaThCs He CTONBKO CBOMX COIIEPHUKOB, CKOJIBKO KpaXH
TBOCTO IApoJId, Ha KOTOPOM OCHOBAHA CHCTEMa ABTOPH3AIIHH GOJIBIIMHCTBA HIP.

OcHOBHBIE COBETBI 110 GE30MIACHOCTH TBOETO HI'POBOr0 aKKayHTa:

1. Eciu ipyroii Mrpok BesieT cebst 110X0 MM co3aaeT Tebe HENPHATHOCTH, 3a0I0KUpYii ero
B CIIHCKE UTPOKOB;



2. Iloxkany¥icss aAIMMHHCTpPATOpaM MTPBI Ha IJIOXOE MOBEJACHHUE 3TOI0 MI'POKA, JKEJIATEJIbHO
MPHIIOKUTH KAKHE-TO JI0KAa3aTellbCTBA B BHJIE CKPUHOB;

3. He yka3sbiBait muyHyio HHGOpMaLUIO B Ipoaiiie urpkl;

4. Ypaxail 1pyrux y4acCTHHKOB I10 UIpe;

5. He ycranapnuBaiil HeopuIHaTbHBIC TATYH H MOJIB,

6. Mcnosib3y# CIIOKHBIE U pa3Hble apoOJIH;

7. Jlaxke BO BpeMsl MIPBl HE CTOMT OTK/IIOYaTh aHTHBUpyc. [loka Thl Wrpaems, TBOH
KOMITBIOTEP MOTYT 3apa3HTh.

@QUIIMHT WK KPaXka JIMYHBIX JIAHHBIX

OOBI4HO# Kpaxeil ieHer U JIOKYMEHTOB CETOJIHS y)Ke HUKOIO He yIMBHILIb, HO C Pa3BUTHEM
HHTEPHET-TEXHOJIOTHH 3/I0yMBIIUICHHUKH NIEPEMECTHIINCh B HHTEPHET, H NIPOJIOJKAIOT 3aHUMAThCS
"mobumbM" 1€710M.

Tak nosBuIach HOBas yrpo3a: MHTEPHET-MOLICHHHYECTBA MJM (HILMHI, IJaBHas LEJIb
KOTOPOTO COCTOHT B TIOJYYCHHH KOHQHICHIHATBHBIX [JaHHBIX TMOJb30BaTeNEH - JIOTHHOB H
naposieii. Ha anrimiickoM a3bike phishing ynrtaercs kak ¢uwmmur (ot fishing - ppibnas 10BA,
password - apoJis).

OcHoBHble coBeThI 110 6opbOe ¢ PUIIMHIOM:

1. Cnenn 3a cBouM akkayHTOM. Eciii ThI mojo3peBaeliib, 4TO TBOS aHKeTa OblLla B3JIOMaHa,
TO HE0OXOAMMO 3a0JIOKHPOBATh €€ M COOOIIMTL aIMHHUCTPATOpaM pecypca 00 3TOM Kak MOXKHO
cKopee;

2. Ucnone3yii GezonacHble BeG-CalThl, B TOM YHCIE, HHTEPHET-MAra3uHoB M IIOMCKOBBIX
CHCTEM;

3. Hcnone3y#t clokHBIC M pa3Hble naposid. TakuM 00pa3soM, eciid Teds B3TOMAIOT, TO
37I0YMBIIUICHHHKH HOIy4aT JOCTYII TOJBKO K OJJTHOMY TBOEMY HNPO(QHIIFO B CETH, @ HE KO BCEM;

4. Ecnu TeGs B310Manu, T0 HEOOXOAMMO MPEAYIPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
nobasnensl y T€0s B APY3bAX, O TOM, 4TO TeOA B3IOMAIH M, BOBMOXKHO, OT TBOEr0 UMEHH Oyner
PacchIIaThCA CIIaM M CChLUIKH Ha (UIIMHTOBBIC CANTHI;

5. Ycranosu Haziexublit maposs (PIN) Ha MoGHIIBHBIH TenedoH;

6. OTkm04H coxpaHeHHe maposs B Gpaysepe;

7. He otkpbiBaii (aiijbl H APYTHE BIOKEHHS B IIHCHMAX, JXKe €CIM OHM NPHUIITA OT TBOMX
apys3e. Jlyuiie yTOYHHA y HUX, OTHPABIISINA 1M OHM Tebe 3TH daifibl.

[Mudposas penyranus

[ludposas penyranus - 570 HeraTMBHAs WM [O3MTHBHAA nHdopmanus B cetu o Tebe.
Komnpomerupyiomas undopmaius, pasMelneHnas B HHTEPHETE, MOKET Ceppe3HBIM  00pa3oM
OTpasHTbCS HA TBOEH peanbHON xu3uu. "LludpoBas pemyraums" - 5T0 TBOW HMHIK, KOTOpBbIit
bopmupyercs u3 uadopmanuu o Tede B HHTEpHeTe.

TBoe mecto xuTeTBCTBA, YUeGHI, TBOE PHUHAHCOBOE TMOJIOXKEHUE, OCOOEHHOCTH XapaKTepa
pacckasbl 0 GIM3KHX - Bce 3TO HAKaIIMBaeTCs B CETH.

MHorue noapocTKM JIErKOMBICICHHO OTHOCATCS K myO/IMKauMK JHYHOM uHpOpPManUK B
Hurepuete, He OHHMAsA BO3MOKHBIX MOC/IEACTBAMN. Thi Jake He CMOXKELDb J0rajaThCs O TOM, YTO
¢ororpadus, pasmemennas 5 ner vasaz, crana NIPUYHHOM 0TKa3a NpuHATH Teds Ha pabory.

KommenTapuu, pasmelnesnue TBoux dororpadmit u npyrue neHcTBus MOTYT He HCUYE3HYTh
Jladke I10CTIe TOro, KaK Tl HX yaalHulb. Thl He 3HAEIIb, KTO COXPAHHUIT ATy uH(OpManHio, nonana u
OHA B IIOUCKOBBIE CUCTEMbI M COXPAHMJIACH JIH OHA, a IJIABHOE: YTO [I0IyMaloT 0 Tebe OKpyIKaroLIHe



JIFO/IM, KOTOPbIE HAUAYT M yBUAAT 3T0. Halitn mHGOpManuo MHOIO JET CIyCcTs CMOXET JIF00oH -
Kak 13 100pbIX noOyKICHHH, TaK ¥ C HAMEPEHHEM IIPUYHHHUTE BPE/l. DTO MOXKET OBITh KTO YTOHO.

OCHOBHEIE COBETHI T10 3aIATE IIHOPOBOH penyTaIUH:

1. Ilomymaii, nmpexzae uyem 4To-TO NyOnHMKOBaTh M mepeaaBaTb y ceba B Osore Wi B
COIMAJILHOM CETH;

2. B Hacrpoiikax npo¢uis YCTaHOBH OTpaHHYEHHS HA IPOCMOTP TBOEro MpoduiIs H ero
COJIEPXKUMOT0, ClIeJIai ero ToJbKO "uis Apy3ei”;

3. He pa3memnaii ¥ He yka3biBail HHGOPMALIHIO, KOTOPAsk MOXKET KOro-nbo ocKkopOIsTh HIH
o0HKaTh.

ABTOpCKOE 11paBo

CoBpeMeHHBIC IIKOJBHUKH - aKTHBHBIC MOJB30BaTeNu HpoBoro npocrpancrsa. OaHako
JJIEKO He BCE 3HAIOT, YTO IOJIb30BAHHE MHOTHMH BO3MOKHOCTAMH LH(pOBOro Mmupa tpedyer
coOJII0/IEHUs TIPaB HAa HHTEJIEKTYaTbHYI0 COOCTBEHHOCTD.

TepmuH "HHTeJUIEKTyalbHas COOCTBEHHOCTH" OTHOCHTCS K pa3IMYHBIM TBOPEHHSAM
YEJIOBEYECKOr0 yMa, HaYuHas ¢ HOBBIX M300peTeHHH U 3HAKOB, 0003HAUAIOIUX COOCTBEHHOCTh Ha
NPOJAYKTHI H YCIYTH, U 3aKaHYMBasA KHUramu, ¢ororpadusMi, KHHOQUILMAMH H MY3bIKaJIbHBIMH
MIPOU3BEICHUAMH.

ABTOpCKHE IpaBa - 3TO IpaBa Ha MHTEJUIEKTYalbHYIO COOCTBEHHOCTh HA NPOM3BE/ICHHS
HAYKH, JIATEPATYpbl U UCKYCCTBA. ABTOPCKHME I1paBa BHICTYIAIOT B KAUCCTBE TapaHTHH TOTO, YTO
HHTEJUICKTYa IbHBINH/TBOPYECKHH Tpya aBTOpa He OyJeT HampacHbIM, JacT €My CIIpaBeUIMBbIE
BO3MOJKHOCTH 3apalboTarh Ha pe3yIbTaTaX CBOEro TpyHa, MOJYYHTh M3BECTHOCTh W IIPH3HAHHE.
Huxkro 6e3 pa3pemeHns aBTOpa HE MOXKET BOCIPOH3BOIMTL €0 MPOH3BEICHHE, PACIPOCTPAHATh,
nyOJIMYHO JIEMOHCTPHpOBATh, I[pOJaBaTh, MMIIOPTHPOBATh, IyCKaTb B IpOKaT, IyOIHYHO
HCIIOJTHATD, TOKA3bIBaTh/UCIIOMHATH B 3upe Win pa3memars B UnTepHere.

Hcnonb3oBanue "nuparckoro” nmporpaMMHOrO 0O€CIeYeHMs MOXKET IPUBECTH K MHOI'MM
pHCKaM: OT I[OTE€pPH JaHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKH TBOErO YCTPOHCTBa, I
YCTaHOBJIEHA HellerajibHas nporpamMma. He cTouT taxke 3a0biBaTh, 4TO CYLIECTBYIOT JIEraJIbHbIC H
OecruiaTHbIE IPOrpaMMBbl, KOTOPBIE MOYKHO HaHTH B CETH.

O noprane

CereBHuoK.p( - TBOH IJIaBHBIH COBETYHK B CETH. 3/1eCh Thl MOKElIb Y3HATh 0 0€30MaCHOCTH
B CETH TOHATHBIM M JIOCTYIIHBIM $3bIKOM, @ IPH BO3HHUKHOBEHHH KPUTHYECKOH CHTYyalHH
O0paTHUTLCS 3a COBETOM. A TakXke NpPHHATH y4yacTHe B KOHKYpcaX H CTaTh CaMbIM LH(POBHIM
rpakJIaHuHOM !



